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1 O0He noJI0KeHHst

PaGouyast mmporpamMma i (HOHI OLEHOIHBIX CPEICTB AUCIIHILTHHEL «AHAIH3
BETCTBUM C TpeOOBaHHAME
YTBEPKICHHOTO IPUKA30M
1509 ot 01.12.2016, u oc-

pacrpe/Ie/ieHHBIX HE(OPMAIMOHHBIX CHCTEM) COCTABICHBI B COOT
denepasbHOTO TOCYAApPCTBEHHOIO 00pa30BaTeNbHOr0 CTaHIApTa,
MunucrepcTBa 00pa3oBaHusl ¥ HayKH Poccuiickoii demepanun Ne
HOBHOH Ipo(ecCHOHATBLHOM o0Opa3oBaTeIbHON TPOrpaMMbl  [OATOTOBKH

3alIAIIECHHOCTH

«Obeceuenne

MH(OPMALMOHHON 5€30NaCHOCTH PaCTPEIENCHHBIX HHPOPMAIIHOHHBIX CHCTEM» IO CTEIHalb-
woct 10.05.03 "MudopmarmonHas 6e30MacHOCTb aBTOMATH3HPOBAHHBIX cucteM".

3amaun O3HAKOMHTD CTYIEHTOB ¢ 3apyOeKHOH 1 0TEeYeCTBEHHOM HOPMATHBHON U Me-

AARINAIITHEED TojrecKkoli 6a3ofl MO MPOBEJCHMIO AHANM3A 3AIIMIICHHOCTH PacIpeiecH-
HbIX MEGOPMAIOHHEIX CHCTeM. PaccMOTpeTs HanGolee JacTo BCTPEHATOLIH-
ecs ysisBuMocTH B coorBerctBun ¢ OWASP Top 10.

OCHOBHBIE HopMaTHBHBIE 1 METOMIMIECKHE IOKYMEHTEL. DKCIEPTH3a JOKYMEHTOB 1 ana-

gﬁiﬁﬁ;ﬁ ;3"”’1 I3 3ALAIEHHOCTH HHQOPMAIIMOHHOH CHCTEMBI.. AHAIM3 3AMUIIEHHOCTH 110
OWASP Top 10

2 TIlepeyens MJIAHHPYEMbIX Pe3y/IbTATOB 0Gydenns Mo JHCHHILTHEE (MO/Y.II0),
COOTHECEHHDIX ¢ IVIAHHPYEMBIMH Pe3y/IbTATAMH 006pa30BaTebHOM NPOrPaMMbI

[Tponecc

U3YUCHUS
ME(pOPMALMOHHBIX CHCTEM) HAlpaBlIeH Ha

JUACHHUTIIHHBI

«AHAIN3

3aIUIIEHHOCTH
(opMHpOBaHHe CIEAYIOMHUX KOMIETCHIHH B COOT-

pacnpeIeIeHHbIX

perctBun ¢ GI'OC BO 1 ocHOBHOI 06pa30BaTesbHOM IporpaMMoit (Tabiuua 1):

Ta6mima 1 — KOMIETeHIHH H IIaHRpyeMbIe Pe3yIbTaThl 00yUeHHsI 10 IMCUUIUIHHE

Ko u HaumeHOBaHHuE

[L1aHupyeMble pe3yIbTaThl 00yYeHHs 110 TUCIUIITHHE

IOJTHSATE TTOTHBIH
o6beM paboT, cBi-
3aHHBIX C peaaH3anu-
el YaCTHBIX ITOJTUTHK
nHGOPMAITHOHHOM
0e30MacHOCTH aBTO-
MaTH3WPOBaHHOH CH-
CTEeMBI, OCYILECTB-
JSTh MOHHTOPHHT K
aymuT 6€300aCHOCTH

aBTOMATH3HPOBAHHOH

HEIE OTEYECTBEHHBIC
U 3apyOexKHble HOP-
MaTHBHBIE U METO/IH-

YECKHE JOKYMEHTBI
o aHa/JM3y 3alilu-
ICHHOCTH

JIMTh 9KCICPTH3Y JI0-
KyMEHTAllHK Ha HH-
dopMaIMOHHYIO  CH-
cTemy

KOMIIETEHIIH K . &

IlepeveHp 3HAHUH [TepeueHs yMEHHUH ITepeveHb HABBLIKOB

[podeccroHaNbHEIE
criocobrocTsi0  Tpo- | 31(TTK-3-3) 3mats oc- | Y1(IIK-3-3) ctpouth HI1(IIK-3-3) mpose-
BOIUTH AaHAIN3 3a- | HOBHBIE TIONXOMbI K | IUIaH MpOBeJEHHS | ICHHS aHalms3a 3a-
MIHIIEHHOCTH  ABTO- | [IPOBEACHUIO aHallH3a | aHaIn3a CHCTEMBI | IHILEHHOCTH  aBTO-
MATH3HPOBAHHBIX CH- | 3AIHUIICHHOCTH @B~ | 3AlMTH ABTOMATH3H- | MATH3HPOBAHHBIX CH-
crem (ITK-3) TOMATH3HPOBAHHEIX | POBAHHBIX CHCTEM cTeM
CHCTEM

CIIOCOOHOCTBIO BBI- 31(ITK-27-3) ocnos- | Y1(IIK-27-3) mnposo- HI1(ITK-27-3) mposo-

IUTH ayauT Oesomac-
HOCTH pacIpenelieH-
HBIX HH(OpMaIUOH-
HBIX CHCTEM




’EICTCMI:I (MK-27) J

3 MecTo AHCOUILTAHBI (MOXYJIS) B CTPYKTYpe ofpazoBaTe/bHOH NPOrpaMMbl

JlucuummHa(MOIyTh) «AHATH3 3aIHINEHHOCTH pacIpeie/IeHHEX  HH()OPMALMOHHBIX
cHCTeM» H3ydaeTcs Ha 4 Kypce B 7 ceMecTpe.

JlucuuIumHa seisgercs 6a3oBoi JUCIMIUIMHOM, BXOAHUT B cOCTaB OJIOKa 1 «JIACIUILTHHBI
(MOy/H)» H OTHOCHTCS K 6a30BOH 4acTH.

Jlnst ocBOEHMS JUCIIHIIIHHEI HEeoGXOMMBI 3HAHHS, YMEHHS, HABBIKH H (HJIH) OMBIT Ipak-
THYECKON IeATeTHHOCTH, CPOPMHUPOBAHHEIE B NpOLECCe M3YICHHA JHCIHUILTHH / TpaKTHK:
BHyTpeHHHi1 1 BHEIIHUH ayIHT uH(OPMAIHOHHOM (e30IIacHOCTH, aIlapaThl H CcpelcTBa Tepe-
xBata nadopMarH, HHPOPMAIHOHHAs 5e30MacHOCTR 06BEKTOB KPHTHYECKOH HH(OPMAIHOH-
HO#t HH(pacTPyKTYphl, BesonacHocTs chcTeM 0a3 JaHHEIX

3uanus, yMEHHsA M HABBIKH, C(POPMHPOBAHHBIC TMPH H3YICHHH JUCITUTUTHHBL «AHATH3
3AIIMINEHHOCTH pacrpe/ie/IeHHbIX HHPOPMAHOHHBIX CHCTEM, OyayT BOCTpeOOBAHbL IPH H3Y-
YeHHH TOCIIEAYIONIHX TUCIHIUIHH K BBITOTHEHIS BBIIYCKHOH KBATHOHKALMOHHOH paGOTHI.

JlicnunmHa «AHAIA3 3aMHIEHHOCTH PacTpee/IeHHbIX UHPOPMAIUMOHHBIX CHCTEM»» B
paMKaX BOCIHTATE/IbHOH paGOTHI HANpPABIECHA HA PAsBATHE TBOPYECTBA, MPO(ECCHOHATBHEIX
yMeHHi, OTBETCTBEHHOCTH 32 BBITIOTHEHIC y4eGHO-TIPOU3BO/ICTBEHHBIX 3a/AHHH.

4 OGbeM ANCHMILTHEBI (MOIYJIs) B 3a4eTHBIX ¢IHHHIAX € YKa3aHHEM KOJIMYECTBA
AKAAeMHUECKHX YAC0B, BhIIeJCHHBIX HA KOHTAKTHYIO paboTy 00y4aroOmuXCs ¢
npenoaapate/aeM (110 BHAAM y4eOHBIX 3aHATHII) U HA CAMOCTOATEIbHYI0 paboTy
00y4aromuxcst

O6mas Tpy10eMKOCTh (00BeM) HUCIHMILTHHbI COCTABIACT 5 sageTHrIX eauauL, 180 axa-
JIEMHYECKHX 9acOB.

Pacnpesnenenne 00bemMa XHCUHIUTHALI (Moxy.1s1) 10 BHAAM y4eOHbIX 3aHATHI
npeacTaBiIeHo B Tadumue 2.

Ta6nuia 2 — O6beM AUCIALTAHEBI (MOTYJIs) 10 BHIAM yueOHbIX 3aHATHH

Bcero akagemu-

O0beM JHCHNIIHHBI
qecKHX JaCOB

O6u1as TPYI0EMKOCTD JUCLHILIHHEL 144

KontakTHasi ayquTopHasi pabora 00y4alomHxesl ¢ NPEnoAaBaTe/IeM (mo
BH/IaM Y4eOHbIX 3aHSATHI), BCEro

64

B TomMm 4ucie:

3aHATHS JeKIHOHHOT0 THIA (JIEKIMK U HHbIE YUeOHBIC 3aHATHS, IIPETy-
CMaTpHUBAIONIHE IPEHMYLIECTBEHHYIO Epenady y4eOHOI HHpOPMATIIH I1e- 32
JArOTHYeCKUMHI PaOOTHHKAMH)

3aHATHS] CEMHHAPCKOro THIA (CEMHUHAPBI, TPAKTHYECKUE 3aHATHL, TIPaK-
THKYMBI, 17a00paTopHble PaboTh, KOTOKBHYMBI H HHbIC AHAIOTHTHBIC 3d- 32
HATHS)

CaMocTonATebHAs pa6oTa 00yYal0MHXCS H KOHTAKTHAS pabora, BKIIIO-
YaKoIIAs FPYIIIOBbIE KOHCYIBTAIMH, HHANBHI/YIBHYIO paboty obydaro-
IUXCA C TIPETIOABATEIAMH (B TOM YHCIIC HHMBHIYaIbHbIC KOHCYJIBTAllUH);
B3aMMOJICIHCTBHE B NEKTPOHHOM HH(POPMAIHOHHO-06pa30BaTeIbHOM Cpejie
BY3a

116

I[IpomesKkyTOYHAs ATTECTALMA 00yYarOmHXCA — 3au_c_om, KP




5 CoepsKaHue TUCIHILTHHBI (MOAYJIsT), CTPYKTY

pHpOBaHHOE 110 TeMaM (pa3feaam)

¢ YKa3zaHHEM OTBEJEHHOI0 HA HUX KOJIHYECTBA aKageMH4eCKHX JYacoB H BH/I0B

yuebHoil paboTnI

Ta6muua 3 — CTpyKTypa H cofiepaHHue JUCIHATITHHEI (MoyLsT)

HaumenoBaHue pa3/ieliOB, TEM H coaepxa-
HHe MaTepuala

Buyip! yueOHO# paboThl, BKIFOYas CaMOCTOATEb-
Hyro paboTy 00yJaroluxcs 0 TPy A0EMKOCTR (B

gacax)

KonrakTHas paboTa
peno/iaBaTelis ¢ 00y aloIIMICH

Jlexmmu | Cemunapckue | JlabopaTopHBIE

(IpaKTHYECKHE 3aHATUA
3aHATH)

CPC

HopmaTuBHBIE H METOAHYMECKHE JOKY-
MEHTBI.

Omnpe/esenne MOHATHS 3alHINIEHHOCTH AC.
PJI T'octexxkommccuy Poccrn

MeroFKa MOCTPOEHHs NTaHa aHalus3a 3a-
NIHIIEHHOCTH

ISO 15408: Common Criteria for Infor-
mation Technology Security. EvaluationISO
17799: Code of Practice for Information Se-
curity Management

MeToauKa IPOBEACHHS aHATM3a 3allUIIeH-
HOCTH

JKcnepTH3a JOKYMEHTOB H aHAJIH3 3a-
MU EeHHOCTH HH(OPMANHOHHOI cHeTe-
MBI

DKCIepTH3a JOKYMEHTOB ONHTHKH HH-
dopmaroHHOH 6e30MacHOCTH Ha COOTBET-
ctBHe TpeOoBaHMAM (eiepanbHOTo 3aKOHO-
IaTeNbCTBA U IOJTHOMOYHBIX OPTraHOB HC-
TIONHUTENILHOH BacT PO

Dkcliepr3a I0KYMEHTOB HOTHTHKH HHBOD-
MaIHOHHOH 6e30MacHOCTH, periaMeHTHpY-
OLIHX TpeGOBaHus, IIOPS/IOK H IIpaBUIa
TIPUMEHEHHS MEp H CPEJICTB 3alllUThI HH-
(popmanuu, oGecTeYMBaIOIIHX 3aIHTY OT
aKTyaIBHBEIX yrpo3 6€30IacHOCTH (B COOT-
BETCTBHH C MOJIENBIO YIpO3 H HAPYIIHTENLs).
DKcIepr3y IOKYMEHTOB TIONHTHKA HH(OP-
MAIHOHHOH 6€3011acHOCTH, periaMeHTHpY-
oKX TpeGOBaHUA, IOPSIOK 1 IIPaBAIIA
IIPUMEHEHH MEP M CPELCTB 3alUThl HH-
dopmannu, 06ecrenBAOIIEX 3alUTY OT




HaumMeHoBanue pa3iesioB, TEM H colepxa-
HUEC MaTepualia

Bupr yue6HOI paboThl, BKIIOYaT CaMOCTOATCIb-
Hy10 paboTy 00y4aIOIHXes ¥ TPYAOCMKOCTE (B

qacax)

TpernoaBarTeiis ¢ Oﬁy‘{aIOUIHMIfICSI

KonraktHas pabdota

Jlexnun

Jla6opatopusie | CPC

3aHATHA

CeMHHapCKHe
(mpaxTHYECKHE
3AHATH)

aKTyaJIbHBIX YIpo3 6e30IaCHOCTH (B coot-
BETCTBHHU ¢ MOJZIENBIO YTPO3 H HAPYIIMTEIIsH).
AHau3 3alAINEeHHOCTH HHOPMAIOHHOM
CHCTEMBI

Anans samumensoctd mo OWASP Top 10
Konnenmuuu BeG-caiiTos, Mubeximu, Bamom
ayTeHTH()HKALNH U Ceanca, Y TeKa BaXKHBIX
nanneix, Beemmue XML o6sextsl, Hapy-
IeHHe KOHTPOJIA JOCTyIa

He6esonacHas konpurypamus, Mexkcaiito-
et ckpuntrar (XSS), HebesonacHas ne-
cepuanmsaLs, Mcnons30BaHie KOMIOHEH-
TOB C M3BECTHBIMH ys13BUMOCTIME, OTCYT-
CTBHE )KYPHATHPOBAHMSA K MOHUTOPHHIA.
BezomacHOCTh MPUIIOYKEHHUH 38 pe/ienaMu
OWASP Top 10. Mcnounp3oBanue peBepce
IPOKCH Ha IpuMepe owasp ZAP. AHans
samumeHHocTH web mpunoxennit (XSS or
Google, mporpamme! bug bounty, google
dorks.

24

24 108

HUTOI'O
[0 AHCIHILIHHE

32

32 78

6 BreayzuTopHasi cAMOCTOSITeIbHAA PadoTa 00yHAIOMMXCS 110 THCIHILTHHE

(momyio)

IlpH ITaHUPOBAHMH CAMOCTOATENbHOH pabOThl CTY[AEHTY PEKOMEH/YCTCH PYKOBOJI-
CTBOBATHCS CIELYIOIMM PACIIpe/IeIEHHeM JYacOB Ha CaMOCTOSATEIBHYIO paboty (Tabimma 4):

Tab6muna 4 — PexoMenayemMoe pacpe/ielieHie acoB Ha CaMOCTOATEIbHYIO pabory

KOMIIOHEHTHI CAMOCTOSTeIbHOMH Padorn KoJin4ecTBO 9acoB
M3yueHue TeOPETHYECKUX PA3NIENIOB NUCIHMILIMHbL 4
TToAroTOBKA K 3aHATHSAM CEMHHAPCKOTO THIIA 4
[MToaroroBKa u 0pOpPMIIEHHE KP 108
Bceero 116

7 OueHOYHbIE CPEACTBA ISl IPOBEJEHHS TEKYIEro KOHTPOJIs
M IPOMEXKYTOUHOI aTTecTanuH 00y JANIMHAXCS N0 AHCHUILINHE (mopxy.r0)




®OHJl OEHOUHBIX CPENCTB JUIs MPOBEIEHUA TEKYILETO KOHTPOJIsI yCIIeBaeMOCTH U TIPO-
MEKYTOUHOM aTTECTalllH IPE/ICTABICH B TIpunoKeHuH 1.

ITomHbli KOMIUIEKT KOHTPOJIBHBIX 3a/aHHH KM HHBIX MaTepHasoB, HeOOXOMMBIX UL
OllCHHBaHHS PE3Y/HTATOB 00ydeHHs 1O JHCLHILIAHE (MOJYTIO), TPAKTHKE XPAHUTCHA HA Ka-
(enpe-pazpaboTanKe B GYMaKHOM H 3JICKTPOHHOM BHJIC. B msToM ceMmecTpe IpOBEICHHE Te-
KYIIETo H MPOMEXKYTOYHOTO KOHTPOIA OCYIIECTBIAETCS ¢ MCMONB30BAHUEM 9JIEMEHTOB -
CTAHIHOHHOTO OGYUeHHT — Kype «AHAII3 3ANUIIEHHOCTH PacIpeeICHHBIX nadopManuoH-
abIx cucTeM» Ha mopraine J1O KuAT'Y.

8 VueGmo-meroanmyeckoe M  HH(POPMANHOHHOE oGecmedenne JHCIHIUIAHBI
(mopyis)

8.1 OcHoBHasi TUTEpPaTypa

1. KoMnpioTepHble ceTh: YueGHoe nocobue [DIeKTPOHHBIH pecypc)/ Kysun A.B., Ky3un
LA, - 3-e m31, nepepa6. u gom. - 2015. - 192 c.: // ZNANIUM.COM: 5IeKTPOHHO-
GuOHoTeuHas cHcTeMa. - PexXHM JOCTYIa: http://znanium.com/catalog/product/536468,
orpaHMYEeHHBIH, 3ar. ¢ 9KpaHa.

2. CeTH CBS3M M CUCTEMBI KOMMYTAIMH: Vye6Hoe nocobue [IMeKTpOHHBIA pecype]/ Tla-
punos A.B., Ponnyrut C.B., Memsnux B.A. 2015. - 178 c.// ZNANIUM.COM: 21eKTpOHHO-
GuGIMoTeYHAs cucTeMa - PekuM JocTyna: http://znanium.com/catalog/product/923309, orpa-
HHYEHHEIA, 3aril. ¢ 9KpaHa.

3. KommproTepHbie ceTd: YueGHOE nocoGue [DNeKTPOHHbIH pecype)/ H.B. Makcumos,
W.U. Tlomos. - 3-¢ H3M., HCIpP. ¥ JOI. 2008. - 448 c.: wr; // ZNANIUM.COM: 371€KTpOHHO-
GuGMoTeuHas cucTeMa - PexuM jocTyna: http://znanium.com/catalog/product/ 163728, orpa-
HHUYEHHBIN, 3arJ. ¢ 9KpaHa.

JIonoMHHTEeIbHAS JHTEPATYPA

1. Tpemes U.A., Koxnu WA, DMyJIATOPEI M CHMYJIATOPE cereit OBM : [lna cTyeHTOB
TexXHMUEeCKUX crenuanprocTel / M3aaTenbekue pelIeHHMs, 2020. — 166 c. ISBN 978-5-4493-
9748-5

2. Tpemes M.A., Bruibuiiikan I.®., Baromuna A.C. TexHonorss ckaHupopaHus Ha
Hasaume yaspaMocTel / M3naTenbeKue petieHist, 2020. — 136 c. ISBN 978-5-4498-9961-3

3. Tpewes ML.A. Cetn 1 TeNeKOMMyHHUKaIHH : JIIs CTyIeHTOB / V3narenbcKue pee-
aus, 2020. — 140 c.ISBN 978-5-4493-9742-3

4. Tpemes U.A., ['puropses S1.1O. IlpoekTHpOBaHKe H 3a1uTa pHPOPMAIHOHHBIX CH-
creM / Mamarensckue pentenns, 2020. — 86 c. ISBN 978-5-4498-9392-5

5. Tpemes M.A., Koxun MLA., Bunpagitkus I'.®. Be30macHoCcTs 0NepalMoHHBIX CHCTEM
- Jacrp 1. RAID, BoccTanoeienue haiios, metasploit / F3aaTeabcKue pelieHH, 2020. — 160
c. ISBN 978-5-4498-9599-8 (1. 1) ISBN 978-5-4498-9600-1

6. Tpemes ML.A., Koxun WM. be3onacHOCTh BLIYMC/TATENLHEIX ceTeld : [IpaKTHiecKue ac-
nexTsl / Vi3natensckue pemennus, 2020. — 126 . ISBN 978-5-4498-9454-0

7. Tpewes M.A. Ananns 3alAIIECHHOCTH pacIpeieleHHBIX HHPOPMAIMOHHBIX CHCTEM !
Jliist CTY/ICHTOB TeXHUUECKHX crenmanpHOCTEl / M31aTeNnbeKkue peeHns, 2020, — 102 c.
ISBN 978-5-4493-9419-4

8. Tpemes U.A., Koxun MLA., B nsiikun [.@. AIMEHECTPUPOBAHHE PACTIPEACIICH-
HBIX HH(OPMAIHOHHEIX CHCTeM | HacTh 1. AjMuHECTpHPOBaHHE HH(HOPMAIMOHHBIX CHCTEM /
Wsnarensckue peutennd, 2020. — 170 ¢. ISBN 978-5-4498-9912-5 (1. 1) ISBN 978-5-4498-
9913-2



9. Tpemes 1.A., Baronuna A.C., Cepukos B.A. Texuuka 0 TEXHONOTHA aTaKk 3710 YMBIIII-
JIeHHHKOB B PACIIPE/IENICHHBIX HH(OPMAIIFOHHEIX cucreMax. Yacts 1 PekorHaciigpoBKa, Hatda-
1 atak. / Msnatensckue peurerns, 2021, — 160 c. ISBN 978-5-0055-1061-7 (1. 1) ISBN 978-
5-0055-1062-4

10. Tpemes ML.A., I[Ipoxodrer C.B. AJIMAHECTPUPOBAHHE PACTIPENCTICHHBIX uudopma-
THOHHBIX cHcTeM. YacThb 2 TeXHOJIOrHH uH(GOPMAIIMOHHBIX CHCTEM. / N3gaTenpcKue peeHus,
2021. — 228 c. ISBN 978-5-0055-0683-2 (1. 2) ISBN 978-5-4498-9913-2

11. Tpewes M.A., IIpokodser C.B. besomacHOCTh OIIepaI[MOHHBIX CUCTEM. YacTtb 2
OrnepanroHHbIE CACTEMBI, yA3BHMOCTH. / Mspatensckue pemternus, 2021. — 262 c. ISBN 978-
5-0055-0940-6 (1. 2) ISBN 978-5-4498-9600-1

8.2 MeToanuecKkne yKazaHHus JIJIfl CTYAEHTOB N0 0CBOEHHIO THCIHIHHBI

OGyueHHne IMCUHMTIIHHE «AHAIA3 3AIIUILIEHHOCTH PaCcIpeeICHHBIX uH(pOpPMaIHOHHBIX
cHCTeM) MPEIoaraeT H3yueHue Kypea Ha ayJMTOPHBIX 3AHATHAX U B XOIC CaMOCTOSTE/IBHON
paGoTHL. AyJHTOPHBIE 3aHATHA nposozstes B Gopme JlexuEi ¥ TabopaTOPHBIX 3aHATHH. Tax
e MCIOJIB3YIOTCS SNEMEHTBI CMEIIAHHOTO 06yueHHs — NPUBJIEKAIOTCA IMCTAHIMOHHBIE TEX-
monorus (mopran J1O KuAT'Y).

Ta6muia 7 MeTogudecKHe YKa3aHHs K OTCNbHEM BH/IAM JeATeIBHOCTH

r Bup yuebHO- Opranuzanus AeATebHOCTH CTYACHTA
IO 3aHATHS
Jlexuus Hanucanie KOHCIEKTa JEKIHH: KPATKo, CXeMaTHIHO, IoCHe-

IOBATCIIEHO d)HKCHpOBaTB OCHOBHBIE ITOJIOKEHH. Brijenars Kio4de-
BbIE CJIOBA, Cl)OpMy.IIBI, oTMeuaTh Ha II0J9X YTOUHAIOMIHNE BOIIPOCEI IIO
TeMe 3aHATUA

Jlabopatop- PaboTa ¢ aBTOMATH3UPOBAHHBIMY PabOUUMH MECTAMH.
Hble 3aHATHE
CamocTos- Jlns Gosee TiyOOKOro H3y<IeHHs pa3ieioB JUCLATITMHBL
TenbHas pabora [IPEIYCMOTPEHBI OT/CIBHBIC BHIEI CaMOCTOSTENLHOM paboTHI: MO~
FOTOBKA K 1aBOPaTOPHBIM 3aHATHAM, H3YYEHUE TEOPETHICCKHX paz-
L JeJI0B AUCIMILTHEBL, moarotoska KP. J

CamocTosTeNbHas paboTa sBiserca Haunbomee nponayKTuBHOH GOpMOH o6pa3zoBare/ib-
HOll M TIO3HABATEJBHON HEATENLHOCTH CTYIEHTa B ICPHOL o6yuenns. CPC HampaBiicHa Ha
yriayOreHue u 3aKperieHue JHaHmil CTyIeHTa, PA3BUTHE TPAKTHICCKUX ymennit. CPC mo auc-
[UIUIHHE «AHAITA3 3AIIMITEHHOCTH PaclpefeCHHbIX pH(GOPMAIIHOHHBIX CHCTEM) BKIIOYACT
e rytonue BUB! paboT:

— paboTy ¢ JeKIHOHHBIM MaTEePHAIOM, IOHCK A 0630p NMUTEPATYPHI B JIEKTPOHHBIX HC-
TOUHMKOB HH(OPMAIIHY [0 HHAXBHLYATBHOMY 3a1aHHIO;

— OIEPEKAIOLIYIO CAMOCTOATEIBHYIO paboty;

— E3yUEHHE TeM, BHIHECEHHBIX Ha CAMOCTOATENbHYIO popaboTKY;

— IOJTOTOBKY K IPAKTHYECKHM 3aHATHIM;

— peiosmenue 1 opopmenue KP.

KOHTpOIb caMOCTOSTENLHOA PabOThl CTYACHTOB H Ka4eCTBO OCBOEHUS IMCLMILIHHBL
OCYIIECTBIISETCS MOCPE/ICTBOM:!

— IIpe/icTaBIICHHs B YKa3aHHEIC KOHTPOJIbHEIE CPOKH pesyNbTaTOB BbIONHEH S 3a/IaHHH
JUIS TEKYILET0 KOHTPOJIS;

— ppimoJHeHus 1 3aumTel KP;

Kypcosas paboTa ¥ OTYETEL 110 naBopaTopHbIM paboTaM JI0JDKHBL OBITH 0()OPMIIEHBI B
COOTBETCTBHH C TpeGOBAHMSIMY BHYTPEHHUX HOPMATHBHBIX noxymentos ®I'bOY BO KuAI'Y.



8.3 Cospemennble NpodeccHonaILHBIC 6a3pl  AaHHBIX W HHPOpPMAIHOHHBIC
CIIPaBOYHbIE CHCTEMBbI, HCIOIb3YeMbIe IIPH ocymecTBICHHH 00pa30BaTeILHOro
npouecca Mo AHCUHILTAHE

1. DnekrpoHHO-OMOMIMOTEUHAsA CHCTEMA ZNANIUM.COM — http://www. znanium.com.
2. KoHcynpTaHT+

8.4 Ilepeyenr  pecypcoB nud)opmammﬂno-wuexommynuxaunonnoﬁ ceTH
«VHTepHETY, HeOOXOHMBIX ISl 0CBOEHHS XHCIHTLTHHEL (MoxyJis)

1. Hayunas anekrponHas 6uGnnoTexa Elibrary http://elibrary.ru.

C 1(eJIb10 TTOBBIILIEHN Ka9eCTBa BEACHIA 06pasoBaTeNbHON IEATCIIbHOCTH B YHHBEP-
cuTeTe co3/laHa dIEKTPOHHAST uH(pOpMALHOHHO-00pa3oBaTeIbHast Cpe/ia. Omna nozxpasy-
MeBaeT OPraHi3alHIo B3aNMOICHCTBH MEXKLY 00yYAIOIEMHCS H TIPETIOAABATETAMH e~
pe3 CHCTeMy JIHIHBIX KaGHHETOB CTYACHTOB, PACTIONOKEHHBIX Ha OPHIHATEHOM caiite
YHHBEPCUTETA B chbopMauHOHﬂo-TeneKOMMyHHKaumHHOﬁ cety «HTEpHETY» 1O aJIpe-
cy https://student.knastu.ru. Coszannas HH()OPMANKOHHO-00pa30BaTeIbHAs CPE/ia I103-
BOJIAIET OCYLIECTRIATE B3aHMO/IEHCTBHE MEK/Y yHACTHHKAME 06pa3oBaTeIbHOrO Ipo-
[lecca IOCPEICTBOM OpraHH3alH IMCTAHIHORHOr0 KOHCY ILTHPOBAHHA 110 BOIIpOcaM
BBIMOTHEHMS IPAKTHYECKUX 3a/atui. Marepuarsl JaHHOTO Kypca (7 cemecTp) BBLIOXKE-
e Ha oprait JO KaAl'Y u opranusaius B3aMMO/IEHACTBHS B paMKaX MaHHOH AUCIH-
TUIHHBI IPOBOMTCS C IPUBJIEUCHHEM HCTAHIHOHHBIX TEXHOJIOTHHL.

8.5 JImmen3HOoHHOE POrpaMMHoe ofecreyeHne, HCI0JIb3yeMoe IpH
oCyIIeCTB/IeHHH 00pa30BaTEeILHOr0 MPOLECea M0 AHCLIHIINHE

Ta6nuna 5 — [lepedeHb UCIOJIB3YEMOTrO MPOrpaMMHOro o0ecnieyeHusA

Hammenosanue [10 PexBU3UTEL

Microsoft® Windows "
Professional 7 Russian JlunensuoHHbI cepTduKar Ne 46243844 ot 09. 12.2009
Open Office nw aHanor CB0oO0IHO-pacIpOCTPaHIEMOe

Oneparonnas cuctema Kali
Linux miy aHajior coJepia-
mas HeOOXOIUMBIE MO JIH
VIS aHATH3a 3aIMAIICHHOCTH

CBOOOIHO-PacIpOCTPAHACMOE

OnepanyoHHas CHCTEMa

CB0OOIHO-pacIpOCTPAHICMOE
Ubuntu WiIx aHATIOr JIHO-PacpoCTPaHAEMO

['unepsuzop Virtual Box uin

CB0oGoIHO-pacnpoc
—_ 60/1HO-PACTIPOCTPAHIEMOE

O6ospesarens Google Chrome

CBoOOIHO-paCII M
g iisinr J[HO-PACTIPOCTPAHSIEMOE

BupTyaibHbIE MAIIHHbL CO-
[JIaCHO MEPEYHIO U3 (HOH/IOB
OI[CHOYHBIX CPEACTB IS THC-
LUILTHHBI

CB06OTHO-paACIIPOCTPAHIEMOE

Parrot OS CB060AHO-PAaCcIIPOCTPAHSIEMOE

9 OpraHH3aNHOHHO-MEAAroruIecKne yCI0BMs



Opranu3zaiist 06pa3oBaTebHOIO nponecca pernamMenTHpyeTcs y4eOHBIM IUIAHOM H pac-
nucanueM yueOHBIX 3aHATHH. SI3BIK 06ydenust (IIpenoaBanus) — pycekuit. JIs BCEX BHIOB
ayJMTOPHBIX 3AHATHHA aKaTIeMIYECKHil 9ac yCTaHABIMBACTCS IPOJIOIDKHTEIBHOCTHIO 45 MUHYT.

[Ipn (opMHPOBAHHH CBOCH WHWBHTyaJIbHOU 06pa3oBaTe/IbHOM TPaeKTOPHH o0yuaro-
muiics UMeeT ITpaBo Ha Iepe3aveT COOTBETCTBYIONMMX JUCLHIUIMHE H IPpOoQECcCHOHATIBHBIX MOY-
Jieif, OCBOEHHBIX B IIPOLIECCE MPEMIIECTBYIOMIEI0 oG yueHHs, KOTOPBIH OCBOOOIKIAET obyuaromie-
rocs oT HE0OXOIMMOCTH HX [TOBTOPHOI0 OCBOCHHUA.

9.1 O6pasoBare/IbHbIe TeXHOIOTHH

VyeGHplif TpoLEece IPH TPENoaBaHui Kypea OCHOBBLIBAETCS Ha HCIIOJIHL30BAHUH TPaau-
[IMOHHBIX, HHHOBALMOHHBIX ¥ HH(MOPMALHOHHBIX o0pasoBaTelbHbIX rexuosoruif. TpaIumnoH-
Hble 06pa3oBaTENIbHBIE TEXHONOTHH HPE/CTABIICHb JIEKIMSAME ¥ CEMHHAPCKHMH (IPAKTHYECKH-
MH) 3aHATHAMH. VIHHOBAIMOHHBIC 06pa3oBaTeNbHBIE TEXHOTOTHH HCIIOTE3YIOTCA B BHJIE IIHPO-
KOrO TMIPHMEHEHHS AKTUBHBIX U HHTEPAKTHBHbIX hopM HPOBEICHUSA 3AHITHH. WndpopMalmoHHbIe
06pa3oBaTeNbHBIE TEXHOJIOTHH PEATM3YIOTCA IIyTCM AKTUBH3AIHAE CAMOCTOATENBHOH paboThl
CTYJEHTOB B MH(OPMALHOHHOH o6pa3oBaTeIbHOM CPETIE.

9,2 3auaTHs JEKIHOHHOI0 THIIA

JIeKIMOHHBLHA Kype TIPe/IoaraeT CUCTEMaTH3HPOBAHHOS M3JIOMKCHHE OCHOBHEIX BOIIPO-
coB yueOHOTO IlI1aHa.

Ha neppoii JIEKIHHK JIEKTOP 00s3aH MPEAYIPEAHTE CTYACHTOB, IPUMEHUTETBHO K KaKOMY
GazoBoMy yueGHHKY (y4eOHHKAM, yueOHBIM T0co0HAM) GYAET MpOoIHTaH KypC.

JleKIMOHHBLH Kype JOJDKEH AaBaTh HAMOOIBIIHH o6beM uHdopMaruu 1 o0ecneunBaTh
Gonee ry6OKOE IIOHUMAHHE Y4eOHBIX BONPOCOB MPH 3HATUTEILHO MeHblIell 3aTpaTte BPEMEHH,
yeM 3T0 TpebyeTcs GOJBIIMHCTBY CTY/ICHTOB Ha CAMOCTOATENEHOE H3ydYeHue MaTepuana.

9.3 3aHATHA CEMHHAPCKOTO THIA

CeMUHAPCKHE 3aHATHS [IPE/CTABIIOT COG0H METATM3ALIIIO IEKITMORHOTO TEOpeTHIecKo-
r'0 MaTepHaIa, IPOBOAATCS B IEISIX 3aKPEIUIeHHs KyPCa i OXBATbIBAIOT BCE OCHOBHEIE Pa3feIibl.

OCHOBHO# (hopMOit TPOBEIEHHUST CEMUHAPOB ABIACTCA obcyxenne Haubonee mpodem-
HEIX M CJIO)KHBIX BOIPOCOB IO OTHAEJIBHBIM TEMaM, a TakKe pa3Bop IPHMEPOB M CHTyallul B
ay/ITOPHBIX YCIOBHAX. B 0Gf3aHHOCTH IPENOABATENI BXOLIT. OKa3aHHe METOIHYECKOH II0-
MOIIIH ¥ KOHCYJIbTHPOBAHKE CTYIEHTOB 10 COOTBETCTBYIOMIMM TEMaM Kypca.

AKTHBHOCTD Ha CEMHHAPCKHX 3AHATHSIX OLEHMBACTCA IO CIICAYIOUIUM KPUTEPHIM:

. OTBETHI Ha BOTIPOCH, TPeJliaraeMble PernoiaBaTelIeM;

- y4acTHe B JIACKYCCHIX;

. BBITIOJHEHHE TIPOEKTHBIX M HHBIX 33/IaHHH;

- ACCHCTHPOBAHME MPEIOIABATENO B IPOBEACHIH 3aHATHI.

OTBeT 10JIKeH GbITh ApTYMEHTHPOBAHHBIM, PA3BEPHYTEIM, HE OXHOCTIOXKHEIM, COACPIKATE
CCBUIKY Ha NCTOYHUKH.

JIOKIIajsl ¥ ONIOHHPOBAHUE JOKIALOB MPOBEPSIOT CTCTCHL BIANCHHA TEOPETHIECKUM
MAaTEPHAIIOM, & TAKXKe KOPPEKTHOCTh ¥ CTPOroCTh paccykKIeHHMH.

OueHHBaHMe 3a7aHH}, BEIIONHEHHBIX HA CEMHHAPCKOM 3AHATHH, BXOJHT B HAKOILICH-
HYIO OIIEHKY.

9.4 CamocTosiTe/IbHAs paGoTa 00y4aI0MUXCsl 10 T CHHIIIHHE (mMoxy.mi0)

CamocTosiTenbpHas paboTa CTYIEHTOB — 3TO IPOLECC aKTUBHOIO, IeJICHANIPABIEHHOTO
NpHOBPETEHHs CTYIGHTOM HOBBIX 3HAHHH, yMeHui 6e3 HeNOCPENCTBEHHOTO Y4acTHs Nperosia-
BaTens, XapaKTEPU3YIOIHIiCA NPEJMETHOH HANpaBIeHHOCTHIO, 5 (EKTHBHBIM KOHTPOJIEM H
OLIEHKOH Pe3yNbTATOB JAEATCIPHOCTH o6yyaromierocs.

Ilenu caMoCTOATENBHOM paboTHI:

. CHCTEMATH3ALHA H 3aKpEeIUICHUE MOJIyYeHHBIX TEOPETHICCKHX 3HAHUH U MPaKTHYECKHX
YMEHHH CTYJICHTOB;



- yriayGieHne U PacIIMPeHHe TEOPeTHICCKHX 3HAHUH;

- opMupOBaHHE YMEHHIl HCIIONB30BATh HOPMATHBHYIO H CIIPABOYHYIO JOKYMEHTAIHIO,
CIELHATBHYIO JIHTEPATYPY;

+ pa3sBUTHE TI03HABATENIBHBIX crocoBHOCTE, AKTHBHOCTH CTY/ICHTOB, OTBETCTBEHHOCTH H
OpraHU30BaHHOCTH;

- (hopMUpOBAHHE CAMOCTOSTEIEHOCTH MBIILUICHU, TBOPYECKOH MHHLMATHBEI, CIIOCOOHO-
creif K caMOpPa3BUTHIO, CAMOCOBEPIICHCTBOBAHMIO M CAMOPCATM3ALIHT;

- pa3BHTHE HCC/IE[0BATEICKUX YMEHHH 1 aKa/IEMHICCKHIX HABBIKOB.

CaMocTOSTebHAs PAGOTa MOIKET OCYIIECTBIATHCS HHIHBHAYAILHO HITH IPyIIIaMi CcTy-
JIEHTOB B 3aBHCHMOCTH OT I1eJIH, 00beMa, YPOBHS CIIOKHOCTH, KOHKPETHOH TEMaTHKH.

TeXHOIOTHMs OPraHU3ALMH CaMOCTOATETHHON PabOTEl CTYACHTOB BKIIOUACT HCIIOJNB30BA-
Hye HH(OPMAIMOHHBIX B MaTepUabHO-TEXHUIECKHX PeCypeoB YHUBEPCUTETA.

KOHTpO/b Pe3y/IbTaTOB BHEAYIUTOPHOH CaMOCTOSITENIbHOM PabOTE!l CTYIEHTOB MOKCT
IPOXOJUTh B THCBMEHHOI, YCTHO# MM CMEMIAHHOH (hopme.

CTy/IeHThl JIOJDKHBI TOJXOJUTH K CaMOCTOSTENbHON paboTe Kak K HAaHBHKHEHIIEMY
Cpe/CTBY 3aKpPEIUIEHUs M PasBUTHSI TEOPETHYCCKHX 3HAHUH, BEIPAa0OTKE €IMHCTBA B3ITIANIOB Ha
OTJIeNBHBIE BOIIPOCHI Kypca, IPHOOPETEHHS ONpe/Ie/IeHHBIX HABBIKOB H HCIIOTb30BAHMA npodec-
CHOHAJIBHOM JIUTepaTyphl.

B jaHHO# [MCHAINIAHE B PAMKaX CaMOCTOATE/ILHOH paboThI CTYAEHTBI BEIOJIHAIOT OXHY
KYpCOBYIO paGoTy COCTOAILLYIO K3 ABYX JacTeli.

9.5 MeToau4ecKkne yKa3aums /st 00yua0MuXCs M0 0CBOCHHIO AHCLHIIHHbL

IIps M3yYeHAH MUCHMIUIEHEL O0y4aroIIMMCs 11e1€C000Pa3HO  BBIIONHATE CIEIYIONIHE
peKOMEH/IalHH:

1. Vizyuenue y9eGHOM JHCLMIUTAHBL JOJDKHO BECTHCH CHCTEMATHUCCKH.

2. Tlocite H3ydeHHs KaKkoro-IH6o pasjiena 1o y4eGHHKY MM KOHCICKTHBIM MaTepHaIaM
PEKOMEHIYeTCsl 110 IAMSTH BOCTIPOM3BECTH OCHOBHbIE TEPMHUHBI, ONPEICIICHH, TOHATHA pazze-
na.

3. Oco60e BHUMAHHE CIIEAYET YASTHTh BRITOJHEHHIO OTYETOB 110 MPAKTHICCKHM 3aHATH-
AM H MHIUBUIYAIBHBIM KOMIIIEKCHBIM 3a/IaHHAM Ha CaMOCTOSTE/IBHYIO pabory.

4. Best TeMaTHKa BOIIPOCOB, M3y4aeMBIX CaMOCTOATEIBHO, 3alaeTCs Ha JIEKIHAX HPEno-
napareseM. MM ke JAroTCsi HCTOYHHKHM (B IIEPBYIO 04epe/lb BHOBb H3JAHHBIC B [ePHOIHYECKON
HAYYHOM JHTepaType) /s GoJIee NETATBHOrO IOHHMAHHS BOTPOCOB, 03BYICHHBIX Ha JICKIUH.

IIpu caMoCTOsTENbHOI IPOPadoTKe Kypea 00yJaromuecs JOJDKHEL:

- IPOCMATPUBATH OCHOBHBIE ONPEIEEHHs U HAKTHL;

- [IOBTOPHThH 3aKOHCTIEKTUPOBAHHBIA Ha JIEKUHOHHOM 3aHATHH MaTepHas v JONOJHATE
€ro C yUeTOM PEKOMEH/I0BAHHOH TI0 JIAHHOH TeMe JTHTEPaTyphl;

- U3yYHTh PEKOMEH/IOBAHHYIO JIHTEPATYPY, COCTABIIATH TE3NCHI, AHHOTALME H KOHCIICKTEL
HauboJiee BaKHBIX MOMEHTOB;

. CAMOCTOSITETIBHO BHIIOJIHATE 3a0aHHs, aHAIOTHYHBIC IPEUTAraeMpIM Ha 3aHATHAX,

. HCTIOJIB30BATh JUIA CAMOIPOBEPKH MaTepHaibl (POH/A OLEHOYHBIX CPEJICTB.

1. MeToamuecKue yKa3aHusi npa padoTe HaX KOHCHEKTOM JIEKIHH

B xo/e JEeKIMOHHBIX 3aHATHH HEO0XOJMMO BECTH KOHCIICKTHPOBaHHE yueGHoro matepuana. OG-
palaTh BHUMAHUe Ha KaTeropuH, GOpMyTHPOBKH, PACKPBIBAIOLIME CONCPIKAHNE TEX HIIH MHBIX SBIEHUH
M MpPOLECCOB, HAY1HbIC BBIBOJIbI M MPAKTHUYCCKHUEC PEeKOMEHIAlHH, MOJOKHUTENBHBINA ONBIT B OpaTOpPCKOM
HCKYCCTBE. JKenaTenbHO OCTaBHThL B paGO‘-IHX KOHCIEKTax I10J1s, Ha KOTOPBIX NeJIaTh TMMOMETKH M3 PEKO-
MEHIOBAHHOM JIHTEPATYPBI, JOMOJIHAOLAE MATEPHAT TPOCIYIIAHHON JIEKLIHH, & Takoke MOAYCPKUBAIO-
1uMe 0cOGYIO BaXKHOCTh TEX WA MHBIX TEOPETHUECKUX MOI0Ke M. 3a/[aBaTh MPEMOAABATE/IO YTOTHAIO-
LMe BOMPOCHI € LIEBIO YACHEHHs TEOPETHUECKUX [TOJIOXKCHUH, PaspeLLenHs ClIOPHEIX CcHTYyaLuii.

2. MeTogudecKue yKa3aHus 00 caMOCTOATeIbHoi pafoTe HAl H3YYaeMbIM MaTepHa-
JIOM H IIPH IOAr0TOBKE K Ja00paToOpHBIM 3aHATHAM



HauuHaTh HAMO ¢ H3YYEHHs pEKOMEHI0BAHHOH JIHTEPATypPhIL. Heo6x07¥MO MOMHHTB, YTO Ha JICK-
LK OGEIYHO PACCMATPHBAETCA HE BECh MaTepuall, a TO/ILKO ero 4acTb. OcrasibHas ero 4acTh BOCIOJIHA-
eTCsl B MPOLIECCE CAMOCTOATENTBHOH PaboTal. B cBsi3H C 3THM paboTa ¢ peKOMEHI0BAHHOM JIUTEPaTypOr
obssatenpHa. Oco60e BHAMAHKE TIPH 5TOM HEOOXOLHMO 0BpaTHThL Ha COMEPYKAHNUE OCHOBHBIX MOJIOMKE-
HHii 1 BHIBOIOB, OGBACHEHHE ABNEHAN U (pAKTOB, yICHCHHE NPAKTHYECKOTO TIPWJIOXKEHHS paccMaTpuBae-
MBIX TEOpETHYECKHX Borpocos. B mporecce 3TOM paGoTl HEOGXOMMO CTPEMUTECS TIOHATE H 3AMOMHHTE
OCHOBHBIE IOJIOKEHHS PACCMATPUBAEMOrO MATEpHala, PUMEpEI, MOACHIIOULME ero, a TaKke pazobpaTh-
¢sl B WUTIOCTPATUBHOM MaTepuaie. OQopMaTh OTHETEL CIEAYET PYKOBOICTBYsCh BHYTPEHHHMH HOpMa-
THBHBIME foKyMeHTaMH KHATY.

3. MeroaunuecKne YKa3aHHs 10 BbINOJHCHHIO KypcoBoii padoThbI

TeopeTHuECKAs 4ACTh KyPCOBOH paboTEI BHIMOTHACTCA MO YCTAHOBJIEHHBIM TEMaM C MCTO/b30Ba-
HHEM MPaKTHYECKHX MaTEPHAJIOB. K kakaoil TeMe KypcoBoi paboThl peKOMEHIYeTCs MpUMEPHBIH repe-
4eHb Y3JI0BbIX BOTIPOCOB, CIIMCOK HeoGXxoaMMoll uTepaTypbl. M3naras BONPOCH! TEMBI, CIICAYET CTPOro
npHzepKHMBaThea MUiaHa. Pafota He AOMKHA [peACTABIATh Nepeckas OTACIBHBIX I7aB yueGHUKA MK
yuebHoro nocoGus. HeoGXoumMo U3JIOKHTE cOBGCTBEHHbIE COOOPAKEHH IO CYIIECTBY H3/laraéMbIX BO-
NPOCOB, BHECTH CBOH TIPEUIOKEHHS. O6111Hie TIOJIOKEH S 10IKHBI OBITh NOJKPEIUIEHBI H IOACHEHBI KOH-
KpeTHBIMM TpuMepami. H3araempiii MaTepual npi HEOBXOIUMOCTH CIIELYET MPOMILTIOCTPHPOBATH Tad-
JIMIAMH, CXEMaMH, inarpaMMamH.

10 Onucanue MaTepHAJILHO-TEXHHYIECKOTO ofecnevenusi, HeOOX0XHMOr0 IS
ocylIecTBJIeHHA 00PAa30BATENLHOr0 NPOLECCa N0 HCIAILIHHEE (moxynio)

10.1 YyeGuo-1aboparopHoe obopysoBanue

Ta6muma 6 — [Tepedens 06opyHoBanus 1aGopaTOpUH

HaumeHoBaHuE ayJHTOPHU

AyIUTOpHS P — Hcnonb3yeMoe 000pyIoBaHue

202/5 TlaGoparopus  mporpammuo- | C3M HCI Secret Net, C3UM HCJ| Dallas Lock,
anmapatHbix cpeacts sammtsl | C31 HCJI Crpax NT, C3M HCJ Iut P,
uHpopMaLHu C3U HCJT Aypa ,C31 HCJ{ Kpunrosn ,C3H HCH

Axxopn, ®UKC, Pesusop 1,2 kax i Oneparu-
oHHBIX cHcTeM cemeiictBa Windows Tak # ais
Linux, Peuzop Cetu 2.0, AHaiM3aTop CETEBOTO
tpapduka AcTpa,ATEHT HHBEHTApU3ALHH Ce-
Ti,CkaHep ceTeBod 0e30MacHOCTH XSpider, Te-
poep, Secret Net Touch Memory Card, Kpunron
AMJI3, Axxkopz AM]3, Kpuntol[IPO APM,
,CryptoPro CSP 3.6, VipNet firewall, Etoken PKI
Client, Etoken, Hoyt6yx ¢ Windows 7+TpoexTop.
16 TIPBM mHa Gase mpoueccopoB He Himnke Intel
Pentium IV

10.2 TexuuuecKHe H IeKTPOHHbIE CPEACTBA 00y ICHHS

JlekuoOHHbIE 3AHATHS

AYJIHTOPHE JUIsl JTEKIMOHHBIX 3aHATHH yKOMIIIEKTOBAHE MeOeIbIO ¥ TEXHUUECKUMHU Cpetl-
CTBAMH 0OOYUEHHs, CIYKAIIUMH JUIS [IPCACTABICHH yueGHo# unpopManuu GOJBIIOH ayuTo-
pur (HaGopBl /IEMOHCTPAIIHOHHOTO 000pY/I0BAHNs (rpoekTop, 3KpaH, KOMITBIOTEP/HOYTOYK),
yueOHO-HAISIHEIE TOCOOHS, TEMaTHIECKHE WUIIOCTPAIHH).

JIaGopaTopHbIe 3aHATH




Jlns na0opaTOpHBIX 3aHATHN UCIONB3YETCA ayIHTOPHA Ne 202_, ocuamensas ob6opyao-
BAHHEM, yKa3aHHbIM B Ta611. 8:

CamocrosiTeibHast padora.

TloMelmenns U CAMOCTOATE/BHOM PaGOTEL OCHAIIEHE! KOMIIBIOTEPHOH TEXHHKOH C BO3-
MOYKHOCTDIO TTOKTIOUEHHS K ceTH «MHTepHEeT» U JOCTYIIOM K IEKTPOHHOM HH()OPMAIHOHHO-
o6pazopatensHoif cpene KHAI'Y:

- yuraneubii 3a1 HTB KeAT'Y;

- KoMIBIOTepHBIe Kaccs! (ay. 311 kopmye Ne 5, ayz. 205 xopmyc Ne 5, aym. 313 kopryc
Ne 5).

11 Uubie cBeaeHuA

MeToXHYECKHE PEKOMEHAALME 110 00y IEeHHI0 JIHI ¢ OTPAHMICHHBIMH BO3MOKHO0-
CTAMM 310POBbSI H HHBAJIH/A0B

OcBOEHME JIMCIHILIHEB] 00yYaroMUMUCA C OTPaHHYCHHBIMH BO3MOXKHOCTAMHU 310POBbA
MOeT GBITh OPraHH30BAHO KaK COBMECTHO C JPYTMMH OOY4alOMMMHCH, Tak M B OTACIAbHBIX
rpynnax. [IpeamonaraioTes crelianbHbIe YCTOBH UL II0JIy ICHHM 06pazoBaHus 00yIAIOIMMHU-
Csl ¢ OTPAHMYEHHBIMUA BO3MOKHOCTAMH 3/10POBbA.

ITpodeccopeKo-IeJarorHIecKril COCTaB 3HAKOMHUTCS € [ICHXO0JIOT0-(DH3HOIOTHUECKUMHE
0COBEHHOCTAME 00YYAIOIMXCS HHBATH/IOB M JHI[ ¢ OTPaHHYCHHBIMHM BO3MOKHOCTAMH 3/10pO-
BBS, MHIMBUIYAIbHBIMA TPOTpAMMaMH peaCHIIHTAlHH HHBAIHIOB (IpH nanuunn). [Ipu HeoO-
XOJMMOCTH OCYIIECTBIISETCS JOIOMHUTENbHASA MOJIEPAKKA HPENOJaBAHMA THIOTOPAMH, MCHXO0-
JIOTaMH, COLHAILHBIMA PaGOTHHKAMH, TPOLIEIIIMI HOArOTOBKY ACCHCTEHTAMH.

B COOTBETCTBHH ¢ METOIUUECKAME pekoMenaanusvu Munobpuayku PO (yTs. 8 anpert
2014 r. N AK-44/05BH) B Kypce IHpeAIoJIaraeTcs UCIoNb30BaTh COIHATLHO-AKTHBHEIC H Pe-
(preKCHBHBIE METOJIBI 0GYYeHH S, TEXHOIOTHH CONMOKY/IBTYPHOH peaCHIMTALHME C LEIbIO 0Ka3a-
HHsl TIOMOIIH B YCTAHOBJICHHH IIOJHOLEHHBIX MEXKTHIHOCTHBIX OTHOILICHHI C IPYTUMH CTyTICH-
TaMH, cO3aHAH KoM(OPTHOTO MCHXONIOrHIECKOro KIiMara B CTyerdeckol rpynme. Ilonbop u
pa3paboTKa yaeOHbIX MaTepUaNoB IPOU3BOJATCS € YHETOM IIPEIOCTABIEHUs MaTepuala B pas-
NAYHBIX (hOopMAax: ayauanbHOM, BH3YaJbHOH, C HCIIOIB30BAHHEM CHCHMAILHBIX TEXHHICCKHX
cpezcTB u HH(POPMAITMOHHBIX CHCTEM.

Ocpoenue mucnuiumeel gunamu ¢ OB3 ocylecTBIS€TCs C HCIOJIB30BaHHEM CPEIICTB
06yueHns O6MIEro W CHELHATBHOIO Ha3HAdeHHs (IICPCOHANBHOIO H KOJUICKTHBHOTO HCTIOJB30-
Banus). MaTepHaIbHO-TEXHIUECKoe 00eCIeueH e PEIyCMaTpPHBAET IPHUCIOCOONCHHE ay/UTO-
puit k Hyxzaam jun ¢ OB3.

dopma MpOBeNEHUs aTTECTALMA ISl CTYIeHTOB-HHBAIHIOB YCTAHABIMBACTCA C YICTOM
MHIMBH/YAIbHBIX TIcHXo(usuyecknx ocobennocteit. [ina crynentos ¢ OB3 mpenycmaTpuBaeT-
cs 0CTynHas (popMa IPeLOCTaBISHHS 3aIaHHi OIEHOYHBIX CPE/ICTB, & HMEHHO!

©B TeyaTHOH# wiu SNeKTpoHHOH Qopme (WA JHI ¢ HApYIIEHHAMH OIOPHO-
JBATaTeJIFHOTO aIapara);

- B IIEYATHOM (hOPME HIIH HIEKTPOHHON (OpMe ¢ YBEITHYEHHBIM MPHU(YTOM H KOHTPACTHO-
CTBIO (JI7151 JIMI C HAPYIICHHSAMHE CIIyXa, PeYH, 3PEHHUL);

. METOJIOM UTEHHS ACCHCTEHTOM 3a/IaHus BCIyX (IUIsl JIHI[ C HAPYIIEHHAMH 3PEHI).

CTy[eHTaM ¢ MHBAJIMAHOCTBIO YBEIMYMBACTCS BPEMs Ha MOJATOTOBKY OTBETOB Ha KOH-
TpOJIbHEIE BOIPOCHL J{JIsi TAKHX CTYAEHTOB IPEAyCMATPHBACTCA AOCTyIHast $popMa IpeocTaB-
JICHHsI OTBETOB Ha 3a/[aHus, a HMEHHO!

- MHCHMEHHO Ha GyMare WM HaOOpOM OTBETOB Ha KOMIIBIOTEpE (UL JIML[ C HAPYIICHHS-
MH CITyXa, Peu);

- BBIGOPOM OTBETA M3 BO3MOXKHBIX BAPHAHTOB C UCIIONB30BAHHEM YCIIYT aCCHCTCHTA (s
JIHIT ¢ HAPYIIEHUAMHE OIIOPHO-BHIaTeIbHOTO allapaTa);

* YCTHO (ISt JIUI[ C HAPYIIEHUSAMHU 3PEHH, ONIOPHO-BUTATEILHOTO anmapara).



Tlpy HEOGXOAUMOCTH JUIs 00YHAIOMMXCH ¢ HHBAIHIHOCTEIO TIpoLe/ypa OLEHHBAHMUS Pe-
3y/I5TATOB 00YYEHHs MOXKET IPOBOMTECA B HECKOIIBKO JTaroB.



Tpunoxenne 1

®OH/{ OLIEHOYHBIX CPEJICTB!
0 JHCUHHIITTHHE

AHAJIH3 3aHINEHHOCTH pacnpeueneHHblx unclmpw:aunouuux CHCTEM

Oe30nacHocms aemoMamu3upoO8anHolx :
cucmem 1

3au_c oy, KP Kagpeopa HPAC - Hugopmayuonuas

' B IaHHOM IPHJIOKEHHH TIPE/ICTABIICHBI THITOBBIE OCHOYHBIC CPEICTBA. [TonHplit KOMIUICKT
OLIEHOUHBIX CPeJCTB, BKITIOAIONIMI BCe BAPHAHTEI 3a/[aHKI (TECTOB, KOHTPOTBHBIX paboT u ap.),
npeuTaraeMbIx 06ydarolIeMycs, XpauTes Ha kapespe B OYM&KHOM H 3JI€KTPOHHOM BHJIC.



1 Ilepedens IIAHAPYEMBIX PE3Y/ILTATOB 00y eHMs IO AHCIUILINHE (Moaymio),
COOTHECEHHBIX € MJAHUPYEMBIMH Pe3yIbTaATAMH o6pazoBaTeJbHOH NPOrpaMMEl

Ta6muma 1 — KoMreTeHIMK U TUIAHHPYEMBIE PE3yJIbTaThl oOy4eHus 10 JUCIUILTHHE

Ko 1 HauMeHOBaHHE

[lnaHupyeMble pe3yIbTaThl 00y4eHHs 1O TACIUILTHHE

6e30macHOCTH aBTO-
MaTH3UPOBAHHOM CH-
CTEMBI, OCYLLECTB-
JIATH MOHHTOPHHT H
ayaut 6e30macHoCTH
aBTOMATH3UPOBAHHOM
cuctemsl (ITK-27)

EORCTRRR [TepeueHb 3HAHHI [TepeueHb yMEHUI IlepeyeHb HABBIKOB
IIpodeccHoHaAIBHBIC
cocobuocThi0  mpo- | 31(TIK-3-3) 3mate oc- V1(ITK-3-3) CcTpOHUThH H1(IIK-3-3) mpose-
BOMUTh a@HAIM3 3a- | HOBHBIE [OJXOJBI K | IIaH [poBEJIeHNUs | ICHAA aHauh3a  32-
[MINEHHOCTH  aBTO- | IPOBEICHHUIO aHalM3a | aHaIM3a CHCTEMBI | IUIICHHOCTH  aABTO-
MATH3HPOBAHHBIX CH- | 3AIIMIIEHHOCTH  aB- | 3AIATEI ABTOMATH3H- MAaTH3APOBaHHbLIX CH-
crem (ITK-3) TOMATH3UPOBAHHBIX | POBAaHHBEIX CHCTEM cTeM
CHCTEM
c110cOOHOCTBIO BBI- 31(TIK-27-3) OCHOB- Y1(TIK-27-3) npoBo- HI1(ITK-27-3) mpoBo-
[TOJTHSIT TIOJIHBIH HBle OTCUECTBCHHBIE | [UTh OKCIIEPTH3y HO- | AMTH aymuT Gesomac-
06BeM pabor, cBs- U 3apyOeKHBIE HOp- | KyMEHTALMM Ha MH- | HOCTH  Paclpe/eiieH-
T — MATHBHBIE H MeTOAH- | (POPMANHOHHYIO CH- | HEIX ~HMH(OPMalUOH-
- YyecKHe  JOKYMEHTHI | CTEMY HEBIX CHCTEM
eifl JACTHBIX OMATHK | 1o apanuny samp-
uHpOPMAIMOHHOH LLEHHOCTH

Ta6muua 2 — [Tacopt doH/a OIEHOYHBIX CPEICTB

Konrpoaupyemsie ®opmupyemas | Haumenoanue
pasiesnl (TeMbl) KOMITeTEeHI U OLEHOYHOI0 [Moxa3aTe/ Il OLEHKH
JHCIHILTHHBI cpeacTBa

AHaJIM3  3aLIMIIEHHOCTH VYMeHHE COCTaBIATH ILIaH
APM Ge3 cucTeMsl 3allii- 11a6 TECTUPOBAHMUS YmeHnue
b1, AHanu3 3amumenso- | [TK-3-2 6a o;laaTopHaa B OCYIIECTBIATh aHAIU3 3a-
ctu APM ¢ cucremoi ora IAIIEHHOCTH H30JIHPOBaH-
3ATATH HBEIX APM
AHaM3 3aIIUIICHHOCTH VMeHHe COCTaBIATh IUIAH
pacrpeseneHHoH HHPOp- aHaIH3a 3aIIMIIECHHOCTH
MaIJ;PIOHH(iI'/'I CHCTEMEI T10- JaGopaTopHas pe- pacrpezeneHHbIX  MHpOD-
CTPOCHHOIi Ha cepBepe MK-3-2 GoTa 2 MAIMOHHBIX CHCTEM YMe-
GesomacHoctH Secret Net Huve MPOBOMUTL AHAIH3 3a-
Studio. Ananu3 3amu- [IAIEHHOCTH JIOMEHOB 0e3-
IIEHHOCTH PacIpe/IeseH- OIACHOCTH




Foﬁ uH(OpMAIAOHHOH
CHCTEMBI IOCTPOCHHOM Ha
cepBepe 6e30IacHOCTH
Dallas Lock
Vszsumoctu o OWASP YMeHre OCYLIECTBIIATh II0-
Top 10 [TK-27-4 Kypcosas pabora HCK yA3BEMOCTEH B pacipe-
JeNeHHpIX  HH(OPMAIUOH-
e HBIX CHCTEMAX

KO#.

HpOMe)KyTO‘{HaX arTecTalnysa B CeJIbMOM CEMECTPE IIPOBOJUTCA B (bopme 3ayeTra ¢ OLCH-

2 MeToaHecKIE MATEPHABI, OIPEe/ISI0IIHE IIPOIE/YPbI ONCHHBAHHS 3HaHMIi,
yMenHii, HABBIKOB H (HJIH) ONBITA AeATENbHOCTH, XapaKTepH3ylomue mpouece

dopmupoBanus KOMIETeHUHIl

MeToanUecKHE MaTepUasIsl, ONPEICIISIONIIe IPOIE/yPbl ONCHUBANN 3HAHUM, YMEHWH,
HABBIKOB U (MJIH) OIBITA JICATETbHOCTH, TIPEICTABICHB! B BU/IC TeXHOJIOTUUeCKOH KapThbl JUCIH-

TUTHHE (Tabnuua 3).

Tabmuna 3 — TexHoIOrHYECKas Kapra

HaumenoBanue
OLIEHOYHOTO
CpeJICTBa

Cpoxu

BBIITOJTHCHUS

[IIxaia ome-
HHUBaHHUS

Kpurepuu
OLICHUBAHHUA

7 cemecTp

[IpoMeKyTOuHas aTTecTauus B opMe 3a4eTa ¢ OLIEHKOH

B Teuenue
cemecTpa

1 | JlabopaTopHast
pabora 1 Ne 1

25 6annoB

25 6aI0B - CTY/AEHT IIPaBHIIBHO
BBITIOJTHM 3a0aHue. [lokasa o1-
JIMYHBIE 3HAHUS, HABBIKK K YMCHUSA
B paMKaX OCBOGHHOT'O y4eGHOr0
Mmarepuana.

20 Gaia - CTYAEHT BBLIOJIHIT 33~
naHue, ¢ HeOOMBITMMH HETOYHO-
cTsMu. [Tokasza XOpoIIue 3HAHHSA,
HABBIKM H yMEHHS B PAMKaxX OCBO-
enHoro y4e6HOro Marepuaa.

15 Gasna - CTyIEHT BBIIIOJIHHII 3a-
IaHHE C CYIIECTBEHHBIMUA HETOYHO-
ctamu. [Tokasai yJI0B/IE€TBOPH-
TeJbHBIE 3HAHMS, HABBIKM U YMCHHS
B paMKaX OCBOEHHOI0 y4eGHOro
MarepHana.

8 Gaa - IPY BHITOJHEHHH 33712~
HHS CTYJICHT IIPOIEMOHCTPHPOBAI
HEeJIOCTATOYHBIHA YPOBEHb 3HAHMIA.
0 6217108 — 33/JaHKE HE BBIITOJIHEHO.

B Teuenune
cemecTpa

2 | Jlaboparopuas
pabota Ne 2

25 GamioB

25 GaioB - CTYIEHT IIPaBUIBHO
BBIMTOJTHMII 3a0anue. [Tokasai oT-
JIMYHBIE 3HAHUS, HABBLIKA H YMEHHA
B PaMKax OCBOEHHOT0 y4eOGHOro
MarepHaa.

20 Gamna - CTYJISHT BBIIOJIHKI 38~
aHue ¢ HeDOIbIIMMH HETOYHO-
cravu. TToxasay Xxopollye 3HaHU,




Hﬁ:‘;g‘?:::_{:e Cpoxu Illxana ome- Kpurepun
BBIIIOJTHEHHUS HIBaHUA OLIEHUBAHHUS
cpencTaa

HABBIKM M YMEHHs B paMKax OCBO-
€HHOro y4eOHOro Marepyaa.
15 Gayia - CTY/ASHT BBITIOIHHII 33~
JlaHWE C CYIIECTBEHHBIMH HETOYHO-
cramu. [Tokasan yI0BICTBOPH-
TelIbHbIE 3HAHWS, HABBIKH H YMEHH
B PAMKaX OCBOCHHOTO Y4eGHOI0
Marepuana.
8 Gaia - IIPU BEIIOJIHEHHH 32713~
HUS CTYIEHT IPOJEMOHCTPHPOBAL
HEJI0CTATOUHbBIA YPOBEHD 3HAHUH.
(0 6aU10B — 3aJaHKE HE BLITOJIHCHO.

HTOIO: - 50 -

Oaion

KpuTepu# OLCHKH Pe3yBTaTOB 00yYCHHs 110 JUCLHILIHHE:

0 — 64 % OT MaKCHMATbHO BO3MOYKHOH CYMMBI 0aJIOB — «HEYIOBIECTBOPUTEIHLHOY

(HemoCTaTOUHBIH YPOBEHB /U MPOMEKYTOUHOM aTTeCcTalllH 110 JHCLHUILIIAHE);

65 — 74 % OT MAKCHMAIGHO BO3MOXKHON CyMMBI OalioB — «yJOBIETBOPHTEILHOY

(opoToBbIH (MUHAMAIBHBII) YPOBEHB);

75 — 84 % 0T MAKCHMAIBHO BO3MOMKHON CYMMBI OAJLIOB — «XOPOIIO» (cpeaHHuit ypOBEHbB);

85 — 100 % OT MAKCHMAJILHO BO3MOIKHON CyMMBI 0aJLIOB — «OTIIAIHOY (BBICOKHH (MaKCHMallb-
HBIH) ypPOBEHB)

JTOTIONTHUTENHHO CTYJIEHT JO/DKEH OCBOMTEL KYpC KAHAIN3 3aIIUIEHHOCTH PacIpeIelIeHHbIX
HH(OPMALMOHHBIX CHCTEM Ha HOPTAIC JTO ®I'BOY BO KuAI'Y

«7» cemectp
Ipomencymounan ammecmayus 6 popme «KP»

[lo pesynpTaTaM 3allMThl KYpCOBOTO IPOCKTA (paGoTBI) BBICTAB/ACTCA OLEHKA IO 4-
GaIbHOM MIKaje OLEHUBAHHS

- OLIGHKa «OMJIUYHO» BBICTAB/ISI€TCSl CTYHEHTY, €CJIH B pa60Te cozepxKarca 3JIEMEHTBI
Hay'moro TBOpUYECTBA U JenaroTcsl caMOCTOATEIIbHbBIC BBIBOJbl, JOCTUITHYTBI BCE pe3ynbTaThl, YKa-
3aHHbIE B 3aJlaHWH, Ka4E€CTBO Oq)OpMﬂeHHﬂ oT4yeTa COOTBETCTBYET yGTaHOBJ'[eHHbIM B By3€ Tp&6013a-
HUSIM ¥ TIPH 3allMTe CTYZEHT MPOABAI OTIHYHOE BJIA/IEHHE MaTepPHATIOM paboTbl 1 COCOOHOCTD
apryMeHTHPOBAHO OTBEYATh HA MOCTABNEHHBIE BONIPOCEH! 10 TEME paGoThl;

- OLIEHKA (XOPOUL0) BHICTABISETCS CTYJCHTY, €Cli B paboTe JOCTHIHYTBI BCE PE3yJIbTa-
Thl, YKA3aHHBIE B 33AHHU, KAYECTBO O(OPMIEHHS OTHETA COOTBETCTBYET YCTAHOBICHHEIM B BYy3€
TpeGOBAHKAM U TIPH 3alIMTE CTYJEHT [POSBHII XOpOllee BIaJCHHC MaTepHaJloM paboThl 1 crocob-
HOCTB aprymeHTupOBaHo oTBeYaTh Ha MOCTABJIEHHBIC BONIPOCHI IO TEME paGOTbI;

- olieHKa «VO0BeMEOPUMEIbHOY BBICTABIISCTCA CTYICHTY, €Cili B paGoTe JOCTHIHYTHI
OCHOBHBIC pE3YJIbTAThI, yKaZaHHble B 3aJjaHUH, Ka4YeCTBO O(bOpMﬂeHlfIﬂ oT4eTa B OCHOBHOM COOTBET-
CTBYET yCTaHOBJ'leHHHM B BY3¢€ TpeGOBaHHﬂM M [IPH 3alUTe CTYIAEHT TIPOABHII yﬂOBﬂeTBOpHTBHBHOC
BJlaJleHHe MaTepuanomMm pa60TbI %4 CHOCO6HOCTL OTBE€4YaTh Ha OONBILUIHMHCTBO [MOCTABJICHHBIX BOIIPOCOB
o Teme paGoThI;

- OlleHKa ¢HEYO0BN1eMBOPUMENLHO) BHICTABIICTCS CTY/IEHTY, €CITH B paGore He JOCTHT-
HYTBI OCHOBHBIE Pe3yJIbTaThl, yKa3aHHbIC B 3a1aHHH HITH KA4CCTBO o(opmIIeHHs OTYETa HE COOTBET-
CTBYET yCTaHOBHEHHblM B By3¢ Tp66OBaHH5{M, MWJIA [IPH 3a1IUTE CTYACHT TIpOsSIBAN HEYIOBJIETBOPH-
TeNbHOE BJIaJIECHHE MaTepHAJIOM paGOTbI W HE CMOT' OTBETUTH Ha GONBIIHHCTBO IMOCTABJIEHHBIX BO-
IPOCOB M0 TeMe paboTel.

3 Tunoeble KOHTPO/JIbHBIE 32JaHMs HIH HHbIE MATEPHAIEI, Heo0X0AuMbIe JIs
OLeHKH 3HAHMI, YMeHUii, HABBLIKOB H (HJIH) ONBITA AeATe/IbHOCTH, XapaKTepH-
3yiomue npouece popMApOBAHHUS KOMIeTeHIHil B X0/1€ 0CBOeHHsI 00pa3oBa-
TeJbHOH NPOrpaMMbl




3.1 3aganus /il TEKYIIEro KOHTPOJIsl yCHeBaeMOCTH
3ananus 1Is AACIUILIHEEI pescTannens! Ha moprane JIO KnAl'Y.

Ja6opamopnaa padoma Nel

Heo6xomumo BoiOpats APM u cormacoBath €ro ¢ IIpernoaBaTeieM.

3aganne 1.

HeoGxomumo s mpousBoiibHoro APM u3 coctasa s1abopaTopHii, Ha KOTOPOM OTCYTCTBYET
YCTaHOBJIEHHAS ¥ HACTPOCHHAA CHCTEMA 3aIUUTEI HH(POPMAIIMH, COCTABUTD ILIAH aHATH3A H IPO-
BECTH aHaM3 3alAmensocTd ¢ uernombiopanueM ckanepa CKAHEP-BC. [lpu atom momycTuMo
IIPOBECTH HAPYIIEHHE IEPUMETPa CeTH (MOAKIIOUNTE HOYTOYK € 3aIyIEHHBIM CKaHEPOM B OJIHY
TIOJCETH C HCCIEeNyeMBIM X0cToM M mpucsouts cebe IP axpec u3 nuanasona 192.168.1.0/24).
OTueT aHATH3aTOPa BCTABHTH B OTUET 110 Jab0paToOpHO.
3ananue 2

HeoGxomuMo 11 npoussoabHoro APM u3 cocrasa nabopaTopui, Ha KOTOPOM IIPHCYTCTBY-
eT YCTaHOBJEHHAS M HACTPOEHHAs CHCTEMA 3alluThl MHGOpMAlKy, COCTaBHTh IJIAH aHAM3a H
[POBECTH aHAH3 3AINHIIEHHOCTH ¢ HCIIONB30BAHUEM CKaHEpa CKAHEP-BC. Ilpu stom jormy-
CTHMO IPOBECTH HapylIeHHe MepUMeTpa ceTH (ITOAKIIOUHTS HOYTOYK C 3allyIIeHHbIM CKAaHEPOM
B OJHY IOJCETh C MCCIeIyeMbIM XocToM M mnpucsouts ceGe IP agpec u3 nuamasona
192.168.1.0/24). OTyer aHANH3aTOPA BCTABHTE B OTYET 10 J1a00PaTOPHOH.

Jlabopamopnan paboma 2
3ananue 1
B pacripe/iesieHHoi HH(QOPMALHOHHOM CHCTEME HCTIOIb3YeTCs JOMEH Oe30IaCHOCTH H HECKIIbKO
KOMITBIOTEPOB BXOJIANIAX B ToMeH Ha ocHose DL (HacTpoiiky nmpososut ctyznent). HeoGxoammo
B COOTBETCTBHH C BAPUAHTOM COCTABHUTH ILIAH TECTUPOBAHMA ¥ IIPOBECTH AHAJIN3 C HCIIONB30Ba-
uueM ckanepa CKAHEP-BC, OpenVAS, ckanep ot Microsoft, AlienVault.
Jananue 2
B pacmpenesennoil mEGOpPMAIHOHHO CHCTEME HCTIOb3YeTCs JIOMEH 0€30I1aCHOCTH H HECKOIIb-
KO KOMIIBIOTEPOB BXOJIAIINX B IOMeH Ha ocHoBe SNS (HacTpoiiKy mpoBojuT cTyaenT). HeoGxo-
JIIMO B COOTBETCTBHH C BAPMAHTOM COCTABHUTSD IIJIaH TECTHPOBAHHUA M IIPOBECTH aHAIIU3 € UC-
nonb3oBarneM ckanepa CKAHEP-BC, OpenVAS, ckanep ot Microsoft, AlienVault.

BapHaHTEL.
M3 COB XocThl
1 4 + 1
2 + + 2
3 + + 3
4 + + 4
5 + + 5
6 + = 1
7 + - 2
8 4 e 3
9 - . 4
10 + - 5
11 - + 1
12 - + 2
13 - + 3
14 & + 4
15 - + 5

Oobobwennas memamuxa u gapuanmor KP.



CTyaeHTH pa3OHBAOTCS HA NIapbl B COOTBETCTBHH CO CBOMM BAPHAHTOM H HCTIOJIL3YIOT B pabore
COOTBETCTBYIONIYIO BUPTY&IbHYIO MammHy. Jlomyckaercs paboTaTh ¢ BHPTYaIbHOH MaIIMHOH
pacnionoxennoii ne B ®I'B0Y BO KuAI'Y. Ilpn HeoOXOIUMOCTH YCTAHOBIICHHS BAPHAHTOB IS
GOJIBIIEro KOJIMYECTRBA CTYIEHTOB aHHEIC BAPHAHTHI yCTAaHABIMBAIOTCSA [IPEIO/IaBATEIIEM.

Ne [Tapa MarnHa

1 1 Web For Pentester II
2 2 DVWA

3 3 Metasploitable

4 3 Metasploitable

5 5 Beebox

6 4 Web For Pentester I
7 3 Beebox

8 4 Web For Pentester I
9 2 DVWA

10 1 Web For Pentester II
1 6 bWAPP

2 6 bWAPP

13 7 Webgoat

14 7 Webgoat

Anpeca B ceTr (akyIbTeTa KOMIBIOTEPHBIX TEXHOJIOTHI NPEJCTABICHBl HIKE IS COOT-
BETCTBYIONAX BHPTYAIbHBIX MallHH. B BUPTyalbHOH 71ab0paTOpHH aHAIM3A 3AlUIICHHOCTH
pacnpesie/ieHHbIX HH(POPMALMOHHBIX CHCTEM [0 HEOOXOAMMOCTH MOTYT OBITh pasBepHYTHI J0-
MOJHUTEBHBIE TUIOIIAIKH I paboTHI.

Web For Pentester I
http://192.168.249.76/

Web For Pentester 11
http://192.168.249.77/
DVWA
http://192.168.249.103/dvwa
Metasploitable
http://192.168.249.104/
Beebox
http://192.168.249.106/

Kypcoeasa paboma
Pazoen 1

3ananus U1 BonHenus KP mpencTaBieHs! B COOTBETCTBYIONIEM MOJyJIE Ha LOpTaje
IO Kypc «AHaNH3 3aIMIIEHHOCTH PACIPENENeHHBIX HH(OPMALMOHHBIX CHCTEMY B Pasiene
«WtoroBas paGora». HeoOXomuMo [UIsi JAHHBIX BHPTYaJIbHBIX MAIIHH PEajlH30BaTh COOTBET-
CTBYIOIIME YS3BUMOCTH Ha BCEX YPOBHSIX CIIOXKHOCTH.
Web For Pentester I

Homep ma- | Director | File Code | Comman | LDA |File |XML | SQL- XSS
peI(CTyReHT |y includ | injectio | d P uploa | relate | mHBEK- | ara-




B mape) traversa | e n injection | attack | d d LA KH

1 s attack

]

1(1) + + + + +
12) + + I +
Web For Pentester II
Homep ma- | Authorizati | Mass Randomn | Authenticati | MongoD | SQL Captc
pei(cTyaeHT | on Assignme | ess Issues | on B injectio | ha
B mape) nt injection | ns
2(1) + + +
2(2) + -+ + ks
DVWA
Ho- Com | File [ SQ [SQ |XS |CS |Java | Brut | C | Fil |Insec | We | XS | XSS
Mep man | Incl | L L S P |Scri |efor | S |e ure |ak | S | (Refl
ma- d | usio | Inje | Inje | (St | By | pt ce R |Up | CAP |Ses | (D |ected
poi(ct | Inje | n |ctio |ctio |ore | pas F |loa | TCH |sio |O |)
YIOGHT | ctio n n d) |s d |A n | M)
B Ila- n (Bli ID
pe) nd) s
3(D) + + + + + + |+
32) + + |+ |+ + |+ |+
Metasploitable
Ho- |Inj |Bro- |Inse |Cr |Securit | X |Inse |Fai | Unv | Mutilli | Mutillidae_Insu
Mep | ecti | ken cure | 0ss |y S |cure |lur |alida | dae Cr | fficientTranspor
na- on | Au- Dire | Sit | Miscon | S | Dire | e ted | ypto tLayer
pei(cT then- | ct e figurati ct to | Redi
YICHT ti- Obj |Re |on Obj | Re |rects
B ITa- cation |ect |qu ect |stri | and
pe) and Refe | est Refe | ct | Forw

Ses- | renc | For renc | U | ards

sion | es ger es RL

Man- y Ac

age- ces

ment 8
41 |+ + + + |+
4(2) + |+ + |+ + +
Beebox
Homep |Injec | X | Bro | SensitiveData | Miss- | SecurityMisco | Cros | Using | Unvali
ma- tion | S |ken | Exposure ing nfiguration S- Known | dated
poI(cTyn S | Aut Func- Site | Vulner | Redire
€HT B h tional Req | able cts &
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BHITONHATE 0TYeT 0 mpojenanHoi pabore. OdopmieHue TOKHO OBITh BBIIOIHEHO B COOTBET-
creuu ¢ PJI ®I'BOY BO «KHAI'Y» «TekcroBbie CTyAEHYECKHE pabotsl. IIpaBuia odopmite-

HUAY.

Pazoen 2

Bamauns Ut BeimoMHeHus KP mpezicTaBieHsl B COOTBETCTBYIOMEM MOyJie Ha MOpTale
JIO Kypc «AHATM3 3aNIMIIEHHOCTH PAcHpe/ICICHHBIX MHQOPMAIHOHHEIX CHCTEM)» B pasieie

«HAroropas paboTay.
HeobxoumMo Ut JaHHBIX BAPTYAIBHBIX MALIHH PEATN30BaTh COOTBETCTBYIOME YA3BU-

MOCTH Ha BCEX YPOBHAX CII0KHOCTH.
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BLINOJHATE OTYET O Npojenantoit pabore. Odopmienne I0HKHO OBITH BBIIOJHEHO B COOTBET-
crBun ¢ PII ®TBOY BO «KHAT'Y» «TeKcToBBIE CTYAEHUECKHE PabOTEL. [Tpasuia odopmie-
ausy. OmpcaTh MEXAHM3MBI 3aLTAThl KOTOPbIE MOXHO INPHMEHUTD JULL 3aKPBITHS JaHHBIX yiA3-

BHMOCTEH.
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Kommaectso IToxmuce
HoMep IpOTOKoJIa 3aceIaHus Kadeapel,
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